ABSTRACT In this paper, a color image encryption is proposed based on the dynamic DNA and the 4-D memristive hyper-chaos. First, chaotic matrices are generated from the 4-D memristive hyper-chaos by using the plain image, the salt key, and control parameters. Second, the dynamic encoding process is performed on three components of the plain image to obtain three DNA matrices. Third, to enhance both the security and robustness of encrypted image, dynamic confusion and diffusion are applied to the encoded DNA matrices. Finally, the encrypted image is generated by DNA decoding and components combining. The main feature of our proposed algorithm is that dynamic DNA mechanism based on hyper-chaos is performed on the processes of encoding, confusion, and diffusion. Simulation results and security analysis further demonstrate that it has a strong resistance against various attacks and outperforms other methods in the literature.
I. INTRODUCTION
Currently, we are in a brilliant era of digital communication, where millions of digital images are transmitted and stored on the internet. It is imperative that the security of digital images with tremendous quantities of information should be guaranteed by reliable algorithms. The intrinsic features of digital images such as bulky data capacity, strong correlation among adjacent pixels and high redundancy make traditional encryption methods ineffective [1] . Moreover, there are many new issues in image encryption such as fast encryption in real-time system [2] , [3] , secure mechanism to generate one-time key [4] , [5] and strong ability to resist various attacks [6] , [7] , etc. In image encryptions, the chaotic system is known as an ideal pseudo-random generator due to its various features such as high sensitivity to initial states, pseudo-randomness, ergodicity and non-periodicity [8] - [10] . Meanwhile, the DNA-based encryption method has aroused increasing attention owing to its excellent performance on confusion and diffusion [11] - [14] . The combination of DNA and chaos has aroused wide interest among scholars in image encryption [2] , [15] , [16] .
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However, the attacks against image encryption turn out to be various, including attacks based on statistical analysis, attacks based on cryptography analysis, attacks based on brute-force, attacks based on noise, occlusion or compression, etc. Few encryption methods can simultaneously satisfy the security and robustness to resist various attacks [17] - [20] . Designing an encryption algorithm with excellent security and robustness performance is a rewarding work nowadays.
Recently, many researchers proposed various image encryption algorithms based on chaos. Y. C. Zhou et al. proposed an effective chaotic system using a combination of two existing 1-D chaotic maps [21] . X. J. Wu et al. used three improved 1-D chaotic systems( LTS, LSS and TSS) in image encryption [14] . T. F. Zhang et al. proposed an encryption scheme based on three different 1-D chaotic maps in parallel-then-cascade fashion [22] . Moreover, Logistic map [23] - [25] , Lorenz Chaos [23] , [26] , [27] and NCA map [28] , [29] as three typical chaos are also widely used in image encryption. Since a color image encryption is our target, the high-dimensional chaos is concerned because it can provide us with complex and effective chaotic sequences for components, confusion and diffusion operations. Chen's system [24] , [26] , [30] is a classic hype-chaos wildly used in image encryption. According to its generation, chaotic system can be divided into aerodynamic chaos [23] , [27] , spatiotemporal chaos [31] - [33] , optical chaos [5] , [34] , [35] and memristive chaos [36] - [39] . Due to the characteristic of the memristor including non-volatility, nano-size and low power consumption, it is appropriate for designing chaotic circuits as a nonlinear circuit element. In 2015, J. Ma. et al. proposed a new 4-D memristive hyper-chaos based on a threedimensional autonomous chaotic system by adding a smooth flux-controlled memristor and a cross-product item [40] . X. L. Chai et al. combined the 4-D memristive hyper-chaos with gene recombination [37] in an image encryption algorithm. The 4-D memristive hyper-chaos is quite appropriate for color image encryption due to its sensitivity to the initial key and complex dynamical behavior.
Nevertheless, the chaotic system is just an excellent pseudo-random number generator that establishes foundations for subsequent encryption steps. The combination of chaos and DNA operation for image encryption aroused widespread interest among scholars [12] , [15] , [16] , [41] - [43] since DNA has massive parallelism, huge storage and ultra-low power consumption [11] . DNA encoding is the initial step that transforms a pixel matrix into a DNA encoded matrix for the subsequent DNA operation. The traditional DNA encoding is static since the mapping between '00','01','11','10' and 'AGCT' is fixed and linear [11] , [13] , [45] - [48] , which is vulnerable to chosen-plaintext attack [17] , [18] . One significant feature of such static encoding is that the distribution of encoded 'AGCT' is not uniform. Some researchers put forward some improvements based on pseudo dynamic encoding. X. J. Wu. et al. presented an encryption method where random numbers are used to choose the DNA encoding rules for three components [14] . In X. Q. Fu. et al.'s encryption scheme [34] , the plain image was divided into 12 DNA planes where different encoding rules were adopted. X. Zhang. et al. proposed a DNA encoding method that the encoding rule of each pixel relies on the pixel's position [49] . However, such improvements are not really dynamic encoding method because the DNA encoding rule is still regular and static for different plain images. A really dynamic encoding method is a challenging and valuable work.
DNA operation involves DNA confusion and diffusion. DNA confusion will only change the value of every DNA unit, the position of which remains stable. Typical DNA confusion operation includes DNA Exclusive-OR [30] , [50] , addition [51] , [52] , subtraction [53] and complementary [50] , [54] , [55] . The security is not guaranteed if only using DNA confusion. Therefore, DNA confusion is usually combined with DNA diffusion. DNA diffusion will change the position of DNA units, which can easily lead to proliferation. It is proliferation that decreases the robustness though the diffusion is necessary and can enhance the security. Therefore, it is necessary and a challenge to develop an appropriate algorithm to simultaneously meet the security and robustness of the system based on dynamic DNA.
In this paper, a novel and efficient algorithm is proposed to realize secure and robust encryption. The proposed encryption algorithm is made of three parts: generation of the initial key and chaotic matrix, dynamic DNA encoding and dynamic DNA operation. Firstly, in order to guarantee the security of key communication, the idea of salt key is introduced, which is used to generate and process the chaotic matrix by the 4-D memristive hype-chaos. Secondly, considering the uneven AGCT distribution of traditional encoding method, the original RGB image is encoded to the DNA matrix using the dynamic DNA encoding rule. Thirdly, the dynamic DNA operation including DNA confusion and DNA diffusion is performed on the encoded DNA matrix. During the process of DNA operation, DNA confusion based on DNA XOR rule enhances the security, and DNA diffusion based on dynamic blocking method intensifies the robustness. Eventually, the encrypted images are obtained after DNA decoding and components combining. It is verified by simulation results and security analysis that the proposed encryption scheme has both high security and strong robustness, which can resist different kinds of attacks.
The sections of the paper are as follows. Some preliminary work and mathematical model are given in Section 2. In Section 3, the process of our encryption methods is presented. In Section 4, simulations and security analysis are made. Finally, the conclusion is given in Section 5.
II. PRELIMINARY WORKS A. 4-D MEMRISTIVE HYPE-CHAOS
Employing a flux-controlled memristor, a 4-D memristive hype-chaos was proposed by J. Ma [40] , which can be described as follow: Bifurcations and Lyapunov exponents are two important factors to measure the dynamic behaviors of a chaotic system [56] . The simulation results are shown in Fig. 2 , which indicates that the 4-D memristive chaotic system is ergodicity for encryptions.
B. DYNAMIC DNA ENCODING
The DNA molecule is two twisted strands which are composed of four bases, including adenine (A), guanine (G), cytosine(C), and thymine (T). As the Watson-Crick base pairing principle, A and T are complementary, and C and G are complementary. Essentially, the nucleotides sequence is a symbolic representation of biomolecular. Inspired by this, we can represent A, T, C, and G as two binary numbers such as 00, 01, 10, 11. Basically, there are 24 DNA encoding rules. Nevertheless, due to the Watson-Crick base pairing principle, only 8 rules have been maintained. These 8 encoding rules are listed in Table. 1.
For a color image, the value of each pixel in one component can be represented by an 8-bit binary number which is encoded into four bases. After DNA encoding, the method of DNA confusion and DNA diffusion will be used in encryption steps. With the characteristics of massive parallelism, huge storage and ultra-low power consumption, DNA method has excellent performance in image encryption.
Traditionally, the DNA encoding scheme is fixed, which means that the same encoding rule is applied to all pixels in one image. Although some improvements have been made [14] , [34] , [49] , these algorithms fail to show high security. Hence, a real dynamic encoding algorithm, in which the encoding rules depends on the chaotic matrix, could be a promising solution. We will discuss the algorithm in details in section 3.
III. PROPOSED ENCRYPTION ALGORITHM
The proposed encryption algorithm is made of three parts: A. generation of the initial key and the chaotic matrix, B. dynamic DNA encoding and decoding, C. DNA confusion and diffusion. The flow chart of the encryption algorithm is shown in Fig. 3 . Similarly, the decryption algorithm is exactly the inverse of the encryption algorithm, which leads to a lossless recovery of the original color image. We will discuss the specific encryption parts as follows
A. GENERATION OF THE INITIAL KEY AND THE CHAOTIC MATRIX
The 4-D memristive hype-chaos is used to generate the DNA confusion and diffusion matrix. The security of the 4-D memristive hype-chaos relies on the key space of the initial key, hence the generation of the initial key is considered to be very important. The steps are as follows:
Step1: We use the hash algorithm of SHA-512 to generate the original key. M o represents the pixel matrix of the original image. Hashing by SHA-512, we can get K o . What needs to be emphasized is that K o is a one-time key because K o varies with different images
Step2: Then the salt key K s is added, and the value range of K s is (0, 2 512 -1). We combine K o and K s to hash by SHA-512 again. The output is the initial key K i to generate the chaotic sequence. To be more intuitive, an example of the initial key generation is shown in Fig. 4 .
Step3: With the generation of the initial key, we can use it to obtain get the initial parameters for the chaotic system. Firstly, every 8 bits of the 512-bit K i are combined into one block and we can get 64 blocks b 1 , b 2 , . . . , b 64 . Then every 4 blocks are grouped together, hence there will be 16 groups g 1 , g 2 , . . . , g 16 . The process will be shown in Fig. 5 .
Step4: Random seeds s 1 , s 2 , . . . , s 16 for our chaotic system are calculated as follows:
Step5: Now we can use the random seeds to generate the initial parameters x 0 , y 0 , z 0 and u 0 for our chaotic system as follows: Step6: When the initial parameters are generated, we can use them to generate the chaotic matrix. We need two types of chaotic matrix in our encryption algorithm. One is confusion chaotic matrix (X c , Y c , Z c , U c ) used for DNA confusion operation and the other is diffusion chaotic matrix
If there is an image matrix of m rows and n columns, the size of confusion chaotic the matrix is m*n and the size of the diffusion chaotic matrix is 1*n.
Step7: We sort the chaotic matrices Step 8:
y ci = mod(y ci , 4) (11)
Subsequently, we use DNA encoding rule (1) in Table 1 
B. THE DYNAMIC DNA ENCODING
Step1: We decompose the original image (m×n) into three components R, G and B.
Step2: Every pixel of the RGB matrix is transformed into 8-bit binary number and hence we can get three different matrices R B G B and B B , the size of which is m×8n.
Step3: Every binary number of the R B , G B , B B is encoded dynamically according to Fig. 7 . 
C. DYNAMIC DNA CONFUSION AND DIFFUSION
Step1: We use the DNA XOR rule to realize DNA confusion according to Table 2 .
Step2: To intensify the robustness of our encryption system, the process of DNA diffusion is performed in groups. However, if the DNA diffusion rule is definite, the complexity of encryption can't be guaranteed. Therefore, we use another kind of chaotic matrices to make the DNA diffusion process complicated. According to Fig. 6 , the diffusion chaotic matri- Step3: Use the dynamic DNA decoding rule to get the binary matrix. Then transform the binary matrix into the pixel matrix of R, G, B components.
Step4: Eventually, we combine the three components into the encrypted image.
IV. EXPERIMENT AND SECURITY ANALYSIS A. RESULTS OF ENCRYPTION AND DECRYPTION
We use four RGB color images of size 256 × 256 to simulate the encryption and decryption: Baboon, Pepper, Lake and Black. Some initial parameters and control parameters are shown in Table 3 .
The simulation environment is Windows 10, 8.00GB RAM, i7-7500U CPU and the development tool is Python 3.6. The simulation results are shown in Fig. 8 .
B. KEY ANALYSIS 1) KEY SPACE ANALYSIS
The key space of an encrypted algorithm is the size of the encryption key. The ability of an encryption system to resist the brute force attack relies on the size of key space. The key space of the proposed algorithms depends on the initial parameters and the control parameters of the 4-D memristive hype-chaos, which are x 0 , y 0 , z 0 , u 0 , etc. If the accuracy of the computer is 10 −14 , the key space of our system will be 10 112 , which indicates that the proposed algorithm has a strong ability to resist the brute force attack. The secret key's space in this paper is much larger than that in [28] , [37] , [44] , [47] , [57] . Additionally, the generation of keys depends on the combination of the one-time pad and the salt key, which makes it rather difficult for attackers to predict the encryption key.
2) KEY SENSITIVITY ANALYSIS
Key sensitivity is another important feature for an encryption system to defend against brute force attack. For an ideal encryption system, a slight change in the initial key will lead to a totally different decryption image. In our experiment, we make a tiny difference (only change the least-significant bit of the initial key's 512-bit hash value) in four RGB color images respectively.The decryption results and the significant differences between the original images (256 × 256) and the decrypted images are shown in Fig. 9 .
C. STATISTICAL ANALYSIS
We use various statistical analysis to test the complexity of our encryption algorithm, including the analysis of information entropy, histogram, and correlation coefficient.
1) INFORMATION ENTROPY
Information entropy is a very useful statistical indicator to measure how stochastic a system is, which was firstly introduced by Claude Shannon in 1948. It can be described in Eq. (15) , where p(m i ) denotes the probability that the symbol m i appears, and K is the total number of image pixels. In image encryption, it can effectively measure the complexity of encryption algorithms. For an ordinary image, its information entropy ranges from 0 to 8. For an encrypted image, its information entropy is always above 7.9. The closer the information entropy of an encrypted image is, the more brilliant the entropy algorithm is.
We choose 7 typical color images and all white/black images to measure the information entropy of original and encrypted images in three components. The size of these images are all 256 × 256. the entropy results are shown in Table 4 . Table 5 shows that the proposed encryption algorithm outperforms the others in the literature.
2) THE HISTOGRAM ANALYSIS
The histogram analysis is a very useful tool to measure the distribution of an image. Ordinary images usually have uneven distributions, while encrypted images have uniform distributions. A more uniform histogram can resist statistic attacks better. Mathematically, the variances of histograms can be used to quantitatively measure how uniform the 78372 VOLUME 7, 2019 histogram is, which is defined as follows: Table 6 . Significant differences are shown between original and encrypted images.
3) CORRELATION COEFFICIENT ANALYSIS
For digital images, the correlation between adjacent pixels tends to be very large. Attackers can take advantage of such a feature to achieve decipher. Therefore, algorithm design should make the correlation of adjacent as negligible as possible. We can calculate the correlation coefficient by
where x, y refer to the grayscale values of two adjacent pixels in the image, and K is the total number of pixels randomly selected from the image. In our experiment, we randomly select 100000 pairs of adjacent pixels to test the correlation coefficient of 9 original images (256 × 256) and their corresponding encrypted images horizontally, vertically and diagonally. The results are shown in Table 7 .
We also make correlation analysis with the grayscale image of Lena (256 × 256) to make comparisons with other algorithms, and the results are shown in Table 8 . Moreover, the distribution of adjacent pixels of Peppers and its encrypted image is shown in Fig. 11 . It is clear that most points in the plain image have strong correlation while points in the encrypted image are in random distribution. 
D. ROBUSTNESS ANALYSIS
Robustness is another indicator to evaluate image encryption algorithms. There are three important elements of information security: confidentiality, integrity and availability. The statistical randomness can guarantee confidentiality, while the robustness can guarantee integrity and availability. Some typical robustness analysis such as the noise and the occlusion attacks will be discussed as follows.
1) NOISE ATTACK
In reality, when transmitted in the communication channel, the encrypted image may be affected by various noises. The image distortion caused by various noises makes it very difficult to recover the original image. Thus, the robustness resisting noise attack is of great significance to evaluate the performance of the encryption algorithm. We added three typical noises (Gaussian, speckle and salt-and-pepper noises) to the encrypted images and then decrypted them. The results are shown in Figs. 12-14.
2) OCCLUSION ATTACK
Due to the instability of the network, the encrypted image may lose some information when transmitted in the network. Occlusion attack is used to test the capacity of recovering original images from cipher images that have lost 
3) JPEG COMPRESSION
JPEG is a common compression standard. In the quantization process of JPEG algorithm, a lot of information of the encrypted image will be lost, which makes it difficult to recover. In this simulation, we compress the encrypted images by JPEG with the compression rate of 1:2.5 and then decrypt them. We use four images (256 × 256) to evaluate the robustness against JPEG compression attacks. The results are shown in Fig. 16 .
E. CLASSIC CRYPTOGRAPHY ATTACK
In this subsection, we analyze the ability of our encryption algorithms to resist some typical cryptography attacks, including differential attack, chosen-plaintext attack and communication attack.
1) DIFFERENTIAL ATTACK
Differential attack is a very typical attack in image encryption. The attackers usually repeatedly change some different pixels in the original images and then encrypted it. By doing so, they may find the association between two different cipher images. Therefore, for an ideal encryption algorithm, a slight change in an original image can lead to entirely different encrypted image. There are two criteria called the number of pixel change rate (NPCR) and the unified average changing intensity (UACI) to test the ability of an encryption algorithm to resist the differential attack, which can be calculated as follows:
where P(i, j) and C(i, j) are pixel values of the original image and its corresponding encrypted image, respectively. For encryption algorithms of great performance, NPCR is always above 99% and UACI is always 25%, And For original images of different characteristic, the value of NPCR and UACI varies. In our experiment, we use different pairs of original and encrypted images to test NPCR and UACI. The results are shown in Table 9 .
2) CHOSEN-PAINTEXT ATTACK
According to Kerkhoff's principle, when cryptanalyzing a cryptosystem, the attacker knows everything about the cryptosystem except the secret key. There are four typical cryptography attacks including ciphertext-only attack, known-plaintext attack, chosen-plaintext attack and chosenciphertext attack [68] . The comparisons of these attacks are shown in Table 10 .
According to Table 10 , chosen-plaintext attack is the most effective and powerful. If one encryption algorithm can defend against chosen-plaintext attack, it can also resist other cryptography attacks. In our algorithm, a slight change in the original image can lead to significant differences in the chaotic matrix, which indicates that the chaotic matrix is very sensitive to original images. Moreover, the proposed algorithm is sensitive to the control parameters k, m, n, g and the salt key. For different plain images, the original keys are different and subsequently generate various control parameters. And for different users, the salt keys are also different. Additionally, the process of DNA diffusion in our algorithm makes the encrypted value of each pixel influenced by other encrypted pixels.
For traditional static DNA encoding, the mapping between pixel value and DNA value is fixed, linear and simple, which makes it easy for attackers to find such mapping. We find that the distribution of 'AGCT' can measure how complex the mapping is. In traditional encoding methods, the distribution of 'AGCT' in DNA-encoded matrix tends to be uneven. For instance, if there are more '11' in an original image, there will be more 'T' by static encoding. In order to avoid such a risk of chosen-plaintext attack, we choose dynamic DNA encoding to make 'AGCT' distribution as uniform as possible. In Fig. 17 , we compare the distribution of 'AGCT' between static DNA encoding and dynamic DNA encoding. Therefore, based on the discussion above, the mechanism of key generation, DNA encoding, DNA confusion and DNA diffusion can guarantee that our encryption algorithm can well resist the chosen-plaintext attack and other cryptography attacks
3) COMMUNICATION ATTACK
In this subsection, we will focus on the security analysis of communication. In digital communications, attackers may intercept and capture the one-time pad of the encrypted image. Although the one-time pad can be encrypted before sending, it is not a wise idea that the security of the image transformation system only relies on whether the one-time pad will be deciphered. To avoid the risk of such an attack, we introduce another two security mechanisms compared with the traditional methods.
Firstly, the salt key is introduced into our encryption system. After generating the one-time pad by hashing the original image, we combine it with a 512-bit salt key to hash them together in order to generate the initial key. Even if the one-time pad is intercepted and deciphered by attackers during communication, it is impossible for attackers to generate the initial key without the salt key. Additionally, the key of control parameters in the chaotic system also guaranteed the security of the encryption system. Even if attackers somehow get the salt key to generate the initial key, they can't generate the correct chaotic sequence without the control parameters. Based on what we have discussed, we can conclude that the proposed algorithm can better defend against the communication attack. The comparison between traditional methods and our method is shown in Fig. 18 .
V. CONCLUSION
In this paper, a novel encryption method is proposed by using the dynamic DNA and the 4-D memristive hype-chaos. Firstly, the one-time pad and the salt key are combined to generate the initial parameters of the memristive chaotic system of which the chaotic matrix relies on. Secondly, the dynamic encoding method based on the chaotic matrix is introduced for the process of DNA encoding. Then, dynamic DNA confusion and diffusion are used to enhance the security of the encryption algorithm. Meanwhile, the process of dynamic DNA diffusion is calculated by blocks, which can guarantee the robustness of the proposed encryption. After DNA decoding and combining of three components, the ultimate encrypted image is obtained. Simulation results verify both the security and robustness of the proposed encryption algorithm. Additionally, our encryption algorithm can defend against varieties of typical attacks. Therefore, our encryption algorithm is quite suitable for image encryption.
